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ABSTRACT 

Sometime i n  the  fu tu re ,  the  Defense Communications System 
(DCS) w i  11 predominately employ d i g i t a l  techniques. To be 
e f f e c t i v e ,  such a system, which employs t ime d i v i s i o n  m u l t i -  
p lex ing  o f  d i g i t a l  s i gna ls ,  must i nc lude  a system t i m i n g  
c a p a b i l i t y .  This  f o l l ows  because t h e  t ime r e l a t i o n s h i p  o f  
each p a r t i c u l a r  pulse t o  the  o ther  pulses i n  t h e  same 
sequent ia l  stream i s  fundamental t o  i n t e r p r e t i n g  the  i n f o r -  
mation contained i n  each pulse.  This t ime r e l a t i o n s h i p  
determines the  assignment o f  a p a r t i c u l a r  b i t  t o  a p a r t i c u l a r  
use and a p a r t i c u l a r  meaning. The l oss  o f  proper t im ing  can 
cause a l l  received i n fo rma t ion  t o  be meaningless--a t o t a l l y  
unacceptable cond i t i on .  Thus, t i m i n g  i s  a f u n c t i o n  o f  major 
importance i n  a d i g i t a l  m i l i t a r y  communications system 
( p a r t i c u l a r l y  if encrypted).  For tunate ly ,  co r rec t  t im ing  i s  
n o t  d i f f i c u l t  t o  achieve i n  a simple p o i n t - t o - p o i n t  d i g i t a l  
comun ica t i ons  system, and many approaches can prov ide  a t  
l e a s t  a minimal t i m i n g  c a p a b i l i t y  i n  even the  most complex 
d i g i t a l  comun ica t i ons  systems. However, some of these 
approaches are unacceptable f o r  the  DCS, and the  remaining 
ones have var ious  degrees o f  a c c e p t a b i l i t y .  

To determine the  value and effect iveness o f  t h e  d i f f e r e n t  
approaches i n  s a t i s f y i n g  t h e  needs o f  the  DCS, a s e t  o f  
des i red  a t t r i b u t e s  i s  needed aga ins t  which they can be 
evaluated. This paper presents a s e t  o f  suggested a t t r i b u t e s  
fo r  a t im ing  c a p a b i l i t y  f o r  t h e  DCS which must be capable o f  
support ing f u l l - s c a l e  warfare i n  a d d i t i o n  t o  peacetime needs. 
Reasons f o r  each a t t r i b u t e  are  given. 

INTRODUCTION 

Although t h i s  paper which i s  devoted t o  needed c h a r a c t e r i s t i c s  f o r  a 
p a r t i c u l a r  a p p l i c a t i o n  o f  t i m i n g  technology might  seem a l i t t l e  ou t  
o f  p lace  among t h e  many techn ica l  papers presented here, t h i s  i s  a 
"Planning and App l ica t ions"  meeting, and t h i s  paper i s  in tended t o  
c a l l  a t t e n t i o n  t o  some important  app l i ca t i ons  considerat jons f o r  



timing* capabil i ty heeded by a d ig i ta l  Defense Communications System 
(DCS). Requisites of a spec i f ic  application are  often equally as  
important as technical items and sometimes more so. For good planning, 
both technical factors and the i r  specif ic  application must be con- 
sidered in determining a course of action.  In  previous annual 
meetings, technical poss ib i l i t i es  for  synchronizing a d ig i ta l  DCS have 
been discussed, so t h a t  i t  should be understood that  providing the 
a t t r i bu t e s  suggested i n  this paper for  timing in a d ig i ta l  DCS 
[I ,2,3,4] i s  technically and economically pract ical .  However, the 
requis i tes  of the specif ic  application probably have not been 
adequately considered in those previous papers. In par t icular ,  they 
did not demonstrate an adequate appreciation for  the differences 
between the needs of peacetime c iv i l i an  d ig i ta l  communications net- 
works and worldwide mil i tary networks, such as the DCS, which are  
needed for  support of any fu l l - sca le  war. The suggested a t t r i bu t e s  
presented here for  timing in a d ig i ta l  DCS are  offered for  consider- 
ation as fundamental needs for  such a system. I t  i s  believed tha t  as 
new equipments are  developed and procured, w i t h  proper planning these 
a t t r i bu t e s  can be provided qui te  economically and numerous problems 
avoided. 

BACKGROUND 

I t  i s  generally accepted tha t  for  the types of communications 
provided by the DCS, the advantages of d ig i ta l  systems over analog 
systems are  almost overwhelming C51. Therefore, i t  i s  expected tha t  
sometime in  the future ,  the DCS will predominately employ d ig i ta l  
techniques. Such a d ig i ta l  communications system requires a timing 
(synchronization) function in order to  be effect ive.  The time 
relationship of each par t icular  pulse to  other pulses in the same 
sequential stream i s  fundamental to  interpret ing the information 
contained in the pulses. If time division multiplexing i s  used, t h i s  
time relationship determines to  whom the  information belongs and also 
what i t  means; i . e . ,  part icular time s l o t s  are  assigned for  par t icular  
purposes. 

* Note: The word timing i s  used here i n  the general sense which 
includes synchronizing as a special case. I t  implies a wide variety 
of related meanings including: ( a )  scheduling; (b)  making coincident 
i n  time o r  causing to occur in unison; ( c )  se t t ing  the tempo or 
regulating the speed; ( d )  ascertaining the length of time or  period 
during which an action,  process, condition or the l i ke  continues; ( e )  
causing an action to occur a t  a desired instant re la t ive  t o  some 
other action or  event; ( f )  producing a desired r e l a t i ve  motion 
between objects;  (g )  causing to  occur a f t e r  a par t icular  time delay; 
or ( h )  determining the moment of an event. 



I n  ana log  communicat ions systems, n o i s e  o r  s m a l l  e r r o r s  i n  e i t h e r  
s i g n a l  a m p l i t u d e  o r  f requency  can czuse u n d e s i r a b l e  b u t  u s u a l l y  
a c c e p t a b l e  s i g n a l  degrada t ion ,  and t h e  same can be s a i d  f o r  i s o l a t e d  
e r r o r s  i n  a  d i g i t a l  communications system. However, t h e  l o s s  o f  
p r o p e r  t i m i n g  i n  a  d i g i t a l  system can be c a t a s t r o p h i c ,  caus ing  a l l  
r e c e i v e d  i n f o r m a t i o n  t o  be meaning less  -- a  t o t a l l y  unaccep tab le  
s i t u a t i o n .  T h i s  c h a r a c t e r i s t i c  makes t h e  t i m i n g l s y n c h r o n i z a t i o n  
f u n c t i o n  one o f  t h e  most i m p o r t a n t  f u n c t i o n s  i n  a  d i g i t a l  communi- 
c a t i o n s  system. F o r t u n a t e l y ,  c o r r e c t  t i m i n g  i s  n o t  d i f f i c u l t  t o  
ach ieve  i n  a  s i m p l e  p o i n t - t o - p o i n t  communications system, and t h e r e  
a r e  many d i f f e r e n t  approaches t h a t  can p r o v i d e  a t  l e a s t  a  m in ima l  
t i m i n g  c a p a b i l i t y  f o r  even t h e  most complex d i g i t a l  communicat ions 
systems C1,21. However, some o f  these approaches a r e  unaccep tab le  f o r  
a p p l i c a t i o n  i n  t h e  DCS and those r e m a i n i n g  have v a r i o u s  degrees o f  
d e s i r a b i l i t y .  A s e t  o f  d e s i r e d  a t t r i b u t e s  i s  needed a g a i n s t  wh ich t h e  
d i f f e r e n t  approaches t o  t i m i n g  can be eva lua ted .  T h i s  paper o f f e r s  
a  suggested s e t  o f  such a t t r i b u t e s  and e x p l a i n s  t h e i r  impor tance  t o  
t h e  DCS. 

One o f  t h e  most fundamental  changes t h a t  i s  g o i n g  on i n  t h e  DoD 
community i s  t h e  change i n  p e r c e p t i o n  o f  t h e  DCS f r o m  t h a t  o f  a  
peacet ime system t o  a  communications system capab le  of s u p p o r t i n g  f u l l -  
s c a l e  war 151. I n  d e v e l o p i n g  d e s i r e d  a t t r i b u t e s  f o r  t h e  t i m i n q /  
s y n c h r o n i z a t i o n  of a  d i g i t a l  DCS, i s  i s  assumed t h a t  t h e  DCS w i l l  n o t  
o n l y  t r a n s i t i o n  f rom ana log  t o  d i g i t a l ,  b u t  a l s o  t o  a  network  capab le  
o f  s u p p o r t i n g  f u l l - s c a l e  war.  The ma jo r  d i f f e r e n c e  between a  
communications system des igned f o r  peacet ime and one des igned f o r  
war t ime  i s  t h e  need f o r  s u r v i v a b i l i t y  o f  s u f f i c i e n t  communicat ions 
c a p a b i l i t y  t o  make o u r  m i l i t a r y  f o r c e s  e f f e c t i v e .  S u r v i v a l  o f  t h e  
t i m i n g  f u n c t i o n  i n  a  d i g i t a l  communications network  i s  e s s e n t i a l  t o  
s u r v i v a l  o f  t h e  communicat ions f u n c t i o n .  It can a l s o  be h i g h l y  
d e s i r a b l e  t o  have an a c c e p t a b l e  t i m i n g  c a p a b i l i t y  a v a i l a b l e  even when 
t h e  communicat ions f u n c t i o n  i s  n o t  a v a i l a b l e .  One reason  i s  t h a t  t h e  
t i m i n g  f u n c t i o n  can be use fu l  f o r  e s t a b l i s h i n g  o r  r e e s t a b l i s h i n g  t h e  
communications f u n c t i o n .  Fo r  example, t h e  l e n g t h  o f  t i m e  r e q u i r e d  
t o  a c q u i r e  s y n c h r o n i z a t i o n  o f  a  spread spect rum s i g n a l  t h a t  i s  b e i n g  
jammed, depends on t h e  s i z e  o f  t h e  search window. An a c q u i s i t i o n  
search  window o f  a few m i l l i s e c o n d s  m i g h t  r e q u i r e  a  thousand t i m e s  
l o n g e r  t o  a c q u i r e  s y n c h r o n i z a t i o n  t h a n  a  window o f  o n l y  a  few m i c r o -  
seconds. T h i s  c a p a b i l i t y  (accu racy  o f  a  few microseconds)  i s  a l r e a d y  
used i n  t h e  DSCS t o  p e r m i t  t h e  a c q u i s i t i o n  o f  spread spect rum s i g n a l s  
w i t h i n  a  reasonab le  p e r i o d  o f  t i m e  i n  a  jamming environment.  

I n  t h e  p a s t ,  problems have o c c u r r e d  i n  t h e  t i m i n g  r e l a t i o n s h i p  
between d i f f e r e n t  d i g i t a l  communicat ions networks  t h a t  were n o t  
o r i g i n a l l y  eng ineered t o  communicate w i t h  one ano the r .  I n  some cases, 
these  problems were overcome by  t h e  a d d i t i o n  o f  v a r i a b l e  s t o r a g e  



b u f f e r s  and adequate c l o c k s  t o  c o n t r o l  them, w h i l e  i n  o t h e r  cases 
m o d i f i c a t i o n  o f  equipments m i g h t  a l s o  be r e q u i r e d .  Even a f t e r  t h e s e  
c o r r e c t i v e  measures, i t  m i g h t  sometimes be necessary  t o  i n t e r r u p t  
t r a f f i c  t o  r e s e t  t h e  v a r i a b l e  s t o r a g e  b u f f e r s .  I t  i s  n o t  a lways 
p o s s i b l e ,  a t  t h e  t i m e  o f  equipment development, t o  p r e d i c t  j u s t  what  
system i n t e r f a c e s  w i l l  be r e q u i r e d  d u r i n g  t h e  l i f e t i m e  o f  an equipment. 
There fo re ,  d e s i g n  o f  t h e  equipment t o  meet a  minimum t i m i n g  cornpat i -  
b i l i t y  s t a n d a r d  i s  h i g h l y  d e s i r a b l e  f o r  a v o i d i n g  f u t u r e  problems. Such 
a  t i m i n g  c o m p a t i b i l i t y  s t a n d a r d  shou ld  be deve loped t o  f o l l o w  a  w e l l -  
deve loped DCS t i m i n g  p lan .  T h i s  DCS t i m i n g  p l a n  shou ld  s a t i s f y  a  s e t  
o f  d e s i r e d  DCS t i m i n g  system a t t r i b u t e s  such as t h o s e  p resen ted  and 
d i scussed  i n  t h i s  paper.  

DESIRED TIMING SYSTEM ATTRIBUTES 

I n  t h i s  s e c t i o n ,  a  s e t  o f  suggested t i m i n g  system a t t r i b u t e s  f o r  a  
d i g i t a l  DCS a r e  presented,  f o l l o w i n g  wh ich  t h e  impor tance  o f  each 
a t t r i b u t e  i s  d i scussed .  P a r t s  o f  t h e  d i s c u s s i o n  o f  some o f  t h e  
a t t r i b u t e s  p resen ted  e a r l y  on w i l l  a l s o  a p p l y  t o  a t t r i b u t e s  t h a t  
f o l l o w .  T h i s  i s  p a r t i c u l a r l y  t r u e  o f  t h e  d i s c u s s i o n  o f  t h e  f i r s t  
a t t r i b u t e .  

Time and f r e q ~ e n c y  r e f e r e n c e  i n f o r m a t i o n  ~ t i l i z e d  i n  a~p1iCabJLe - 
Federa l  Government _ t e l e c o m ~ n ~ n i c a W - k j L i t ~ ~ ~  

D i s c u s s i o n :  T h i s  i s  a  d i r e c t  quo te  f r o m  FED-STD-1002, and i t  i s  
DoD p o l i c y  t o  comply w i t h  Federa l  Standards.  However, d i f f e r e n t  
peop le  have chosen t o  i n t e r p r e t  t h i s  s t a n d a r d  i n  d i f f e r e n t  ways. The 
f o l l o w i n g  d i s c u s s i o n  w i l l  i l l u s t r a t e  t h e  need f o r  u s i n g  a  s t a n d a r d  
t i m i n g  r e f e r e n c e  and s h o u l d  h e l p  t o  b r i n g  o u t  a  d e s i r a b l e  
i n t e r p r e t a t i o n  o f  t h e  f i r s t  a t t r i b u t e  as a p p l i e d  t o  a  d i g i t a l  DCS. 

Can y o u  imagine t r y i n g  t o  make c o n n e c t i o n  a t  a  busy a i r p o r t ,  such as 
Ch icago 's  O'Hare, i f  each a i r l i n e  used o n l y  i t s  own c l o c k s ,  and c l o c k  
t i m e  f o r  each a i r l i n e  was d i f f e r e n t  f rom t h a t  o f  t h e  o t h e r  a i r 1  i n e s ?  
A t  t h e  l e a s t ,  i t  would cause c o n s i d e r a b l e  unnecessary inconven ience.  
A  c e n t u r y  ago, t h a t  was t h e  s i t u a t i o n  t h a t  e x i s t e d  i n  some l a r g e  
r a i l r o a d  s t a t i o n s .  You c o u l d  s e t  y o u r  pocke t  watch t o  any one o f  a  
number o f  c l o c k s  on t h e  s t a t i o n  w a l l ,  each i n d i c a t i n g  t h e  o f f i c i a l  
t i m e  f o r  i t s  a s s o c i a t e d  r a i l r o a d  l i n e .  Problems w i t h  t h i s  a r e  
obv ious ,  b u t  t h e  r a i l r o a d s  were h e a v i l y  c r i t i c i z e d  when t h e y  adopted 
a  s t a n d a r d  r a i l r o a d  t i m e  i n  1883. Standard t i m e  s l o w l y  ga ined  
p o p u l a r i t y ,  and i n  1918 congress passed t h e  Standard Time A c t .  The 
advantage of s t a n d a r d  t i m e  f o r  p l a n n i n g  i n t e r c o n n e c t i n g  f l i g h t s  when 



u s i n g  modern a i r  t r a v e l  i s  q u i t e  obv ious .  C r o s s i n g  t i m e  zones can 
cause problems t o  t r a v e l e r s  i n  keep ing  t r a c k  o f  wh ich  t i m e  zone a p p l i e s  
t o  t h e i r  p r e s e n t  l o c a t i o n .  These t i m e  zone problems a r e  sometimes 
a l l e v i a t e d  f o r  b o t h  t r a v e l e r s  and l o n g  d i s t a n c e  e l e c t r o m a g n e t i c  
communicat ions by  u s i n g  a w o r l d w i d e  t i m e  s t a n d a r d  such as c o o r d i n a t e d  
u n i v e r s a l  t i m e  (UTC) . 

The problems o f  s c h e d u l i n g  t h e  t r a n s f e r  o f  b i t s  o f  i n f o r m a t i o n  f r o m  
one t r a n s m i s s i o n  l i n k  t o  ano the r ,  where each b i t  must  be made t o  
c o i n c i d e  w i t h  i t s  ass igned  t i m e  s l o t ,  a r e  somewhat s i m i l a r  t o  t h o s e  
o f  t r a n s f e r r i n g  passengers f r o m  one a i r l i n e  t o  a n o t h e r .  Each i s  made 
s i m p l e r  by  w e l l  p lanned and w e l l  m a i n t a i n e d  t r a f f i c  schedules.  
However, a ma jo r  node o f  t h e  d i g i t a l  communications network  w i l l  
t y p i c a l l y  hand le  many m i l l i o n s  o f  b i t s  each second, and t h e  b i t s  t r a v e l  
between nodes a t  speeds up t o  186,000 m i l e s  p e r  second ( 3  x10 Exp 
8 m/s) .  As w i t h  t h e  passenger t r a i n s ,  a l t h o u g h  i t  i s  n o t  necessary  
t h a t  a l l  c l o c k s  r e a d  t h e  same ( b i t s  can be s t o r e d  i n  b u f f e r s  j u s t  as 
passengers can be s t o r e d  i n  d e p o t s ) ,  i t  i s  o b v i o u s l y  h i g h l y  d e s i r a b l e ;  
and whereas t o l e r a n c e s  o f  a few m inu tes  were a c c e p t a b l e  f o r  t h e  r a i l -  
roads,  t o l e r a n c e s  o f  a few microseconds a r e  d e s i r a b l e  f o r  a h i g h  
c a p a c i t y  d i g i t a l  communications network .  C o r r e c t i v e  a c t i o n  f o r  an 
i n f o r m a t i o n  b i t  t h a t  misses i t s  ass igned  t i m e  s l o t  m i g h t  be even more 
d i f f i c u l t  t h a n  c o r r e c t i v e  a c t i o n  f o r  a passenger who misses an 
ass igned  a i r c r a f t  f l i g h t .  U n l i k e  t h e  a i r 1  i n e  passenger, a s i n g l e  
communicat ions b i t  t h a t  misses i t s  t i m e  s l o t  assignment i s  l i k e l y  t o  
cause those  t h a t  f o l l o w  t o  m i s s  t h e i r s  a l s o .  

Whenever a new communicat ions system i s  p lanned, t h e  system p l a n n e r s  
seem t o  q u i c k l y  a r r i v e  a t  t h e  c o n c l u s i o n  t h a t  i t  i s  o n l y  i m p o r t a n t  t o  , 
p r o v i d e  synchron ism w i t h i n  t h e i r  own system - -  t h a t  t h e y  d o n ' t  have 
t o  w o r r y  about  o t h e r  systems t h a t  a r e  b e i n g  p lanned.  D o e s n ' t  t h a t  
sound l i k e  those  o l d  r a i l r o a d s  where each had i t s  own t i m e ?  L i k e  t h e  
r a i l r o a d s ,  each  can be made t o  work, b u t  a l s o  l i k e  t h e  r a i l r o a d s ,  
taken  t o g e t h e r  t h e y  p r e s e n t  problems t h a t  can e a s i l y  b e  avo ided  by 
u s i n g  a s tandard  t i m e  system. 

I n  t h e  p a s t ,  t h i s  c o u n t r y ' s  l a r g e s t  te lephone  company has p r o v i d e d  f o r  
i t s  own d i g i t a l  s y n c h r o n i z a t i o n  needs as i t  saw t h o s e  needs, and 
i n t e r f a c i n g  companies had t o  accep t  t i m i n g  f r o m  t h a t  company. 
A l t h o u g h  t h a t  p o l i c y  has n o t  changed, p r e s e n t  p l a n n i n g  i s  t o  
e v e n t u a l l y  r e f e r e n c e  t h a t  company's a tomic  c l o c k s  t o  t h e  N a t i o n a l  
Bureau o f  Standards.  What i s  wrong w i t h  an approach where one 
t e l e p h o n e  company p r o v i d e s  a t i m i n g  r e f e r e n c e  f o r  a l l  o f  t h e  o t h e r s ?  
F i r s t ,  t h e r e  a r e  two U.S. Government o r g a n i z a t i o n s  charged w i t h  
keep ing  s tandards  o f  t i m e  and f requency  - t h e  N a t i o n a l  Bureau o f  
Standards and t h e  Naval Observatory .  Mas te r  c l o c k  t i m e  a t  each o f  
these  o r g a n i z a t i o n s  i s  i n  c l o s e  agreement w i t h  Coord ina ted  U n i v e r s a l  



Time as determined b y  t h e  Bureau I n t e r n a t i o n a l  de l l H e u r e ,  t o  w h i c h  
b o t h  o f  these  U.S. Government o r g a n i z a t i o n s  c o n t r i b u t e  t i m i n g  
i n f o r m a t i o n .  Second, a l t h o u g h  s m a l l e r  U.S. te lephone  companies m i g h t  
be w i l l i n g  t o  accep t  t h e i r  t i m i n g  r e f e r e n c e  f r o m  t h e  l a r g e s t  U.S.  
t e lephone  company, t h e  l i k e l i h o o d  o f  t h i s  o c c u r r i n g  i n t e r n a t i o n a l l y  i s  
much s m a l l e r  - -  an i n t e r n a t i o n a l  t i m e  s tandard  shou ld  be used. T h i r d ,  
as now b e i n g  implemented by t h e  te lephone  company, t h e i r  synchron- 
i z a t i o n  system p e r m i t s  t i m e  d e l a y s  t o  accumulate as t h e  t i m i n g  
i n f o r m a t i o n  i s  passed th rough  t h e  system, and i n  some cases i n d i v i d u a l  
l o c a l  c l o c k  e r r o r s  a l s o  can accumulate th rough  l o n g  tandem connect ions.  
T h i s  means t h a t  c l o c k s  i n  d i f f e r e n t  p a r t s  o f  t h e  network have some- 
what d i f f e r e n t  t i m e  ( o r  phase), a l t h o u g h  c l o c k s  a t  a d j a c e n t  nodes a r e  
w i t h i n  a c c e p t a b l e  ( b u f f e r a b l e )  t o l e r a n c e s .  A l though  t h i s  i s  q u i t e  
s a t i s f a c t o r y  f o r  c i v i l i a n  d i g i t a l  communications, i t  i s  q u i t e  l i k e l y  
t h a t  i t  c o u l d  n o t  be t o l e r a t e d  by some f u t u r e  m i l i t a r y  systems. The 
f u n c t i o n a l  d i v i s i o n  between d i g i t a l  communications and c o m ~ u t a t i o n  b y  
d i g i t a l  computer i s  becoming l e s s  d i s t i n c t ,  as w e l l  as t h a t  between 
communications and n a v i g a t i o n  o r  p o s i t i o n  l o c a t i o n .  For  these  
r e l a t i o n s h i p s  t o  be m u t u a l l y  b e n e f i c i a l ,  a l l  shou ld  be based on 
common t i m e  s tandards.  From a  wide v a r i e t y  o f  v i e w p o i n t s ,  t h e  d i g i t a l  
networks of t h e  DCS shou ld  f u l l y  comply w i t h  a  r e s t r i c t i v e  i n t e r -  
p r e t a t i o n  o f  FED-STD-1002. 

T im ing  t o l e r a n c e s  ( c l o c k  e r r o r s )  a t  m a j o r  nodes o f  d i q i t a l  DCS n e t -  
works shou ld  be s p e c i f i e d  i n  t i m e  o r  con t inuous  phase ( n o t  modulo 
360 deqrees) r a t h e r  than  f reauencv.  

D iscuss ion :  R e l a t i n g  t h i s  t o  t h e  p r e v i o u s  example o f  making 
connec t ions  between f l i g h t s  a t  busy a i r p o r t s ,  i t  i s  n o t  enough t o  
have t h e  c l o c k s  f o r  a l l  a i r l i n e s  r u n n i n q  a t  t h e  same r a t e ,  b u t  t h e y  
shou ld  a l s o  i n d i c a t e  n e a r l y  t h e  same t i m e .  I n  d i g i t a l  communications, 
t h e  t i m i n g l s y n c h r o n i z a t i o n  system i s  used f o r  a s s i g n i n g  i n d i v i d u a l  
communications p u l s e s  t o  s p e c i f i c  t i m e  s l o t s .  Fo r  t h i s  t o  be 
e f f e c t i v e ,  t o l e r a n c e s  shou ld  be e s t a b l i s h e d  on t h e  l o c a t i o n  ( i n  t i m e  
o r  phase) o f  t h e  t i m e  s l o t  and a l s o  on t h e  a r r i v a l  t i m e  ( o r  phase) o f  
t h e  ass igned pu lse .  Received b i t s  shou ld  be r e t i m e d  by t e m p o r a r i l y  
s t o r i n g  them i n  v a r i a b l e  s t o r a g e  b u f f e r s  f r o m  which t h e y  a r e  removed 
a t  t h e  p r o p e r  t i m e  as determined b y  t h e  l o c a l  c l o c k .  I f  t h e  l o c a l  
c l o c k  p u l s e  i s  n o t  a t  e x a c t l y  t h e  r i g h t  t ime,  i t  w i l l  be e i t h e r  e a r l y  
o r  l a t e  by  a  c e r t a i n  phase a n g l e  a t  t h e  p u l s e  r e p e t i t i o n  r a t e ;  o r ,  
a l t e r n a t i v e l y ,  e a r l y  o r  l a t e  by  a  c e r t a i n  amount o f  t i m e  ( i n  m i c r o -  
seconds). A t i m i n s  t o l e r a n c e  s t a t e d  i n  microseconds i s  no rma l i zed ,  
which makes i t  conven ien t  t o  a p p l y  t o  any o f  a  l a r g e  number o f  d a t a  
r a t e s  l i k e l y  t o  be encountered th roughou t  t h e  communications system. 
The s i z e  o f  t h e  v a r i a b l e  s t o r a g e  b u f f e r  determines t h e  a b i l i t y  t o  
accommodate e a r l y  o r  l a t e  a r r i v a l  o f  p u l s e s  r e l a t i v e  t o  t h e  l o c a l  
c l o c k .  The phase ( o r  t i m e )  t o l e r a n c e s  o f  t h e  l o c a l  c l o c k s  and t h e  
b i t  r a t e  o f  t h e  communications s t ream a long  w i t h  expected v a r i a t i o n s  



i n  s i g n a l  p a t h  d e l a y s  de te rm ine  t h e  necessary s i z e  o f  t h e  b u f f e r s .  

There i s  no s i m p l e  way t h a t  these  t i m i n g  e r r o r s  ( t h e  ones o f  b a s i c  
s i g n i f i c a n c e  t o  t h e  d i g i t a l  communications t i m i n g  system) can be 
s t a t e d  as f requency e r r o r s  ( H e r t z )  o r  f r a c t i o n a l  f requency  e r r o r s .  
However, because o f  t h e  r e l a t i o n s h i p  between phase a n g l e  and f requency  
( f requency  i s  t h e  t i m e  d e r i v i t i v e  o f  phase a n g l e ) ,  t h e  phase a n g l e  
e r r o r  a t  any t i m e  can be determined f rom an i n i t i a l  phase a n g l e  e r r o r  
p l u s  t h e  t i m e  i n t e g r a l  o f  t h e  f requency  e r r o r  f rom t h e  t i m e  of  t h e  
i n i t i a l  phase e r r o r  t o  t h e  t i m e  o f  t h e  measurement o f  i n t e r e s t .  I n  
o r d e r  f o r  t h e  phase a n g l e  ( o r  t i m e )  e r r o r  t o  be bounded, t h e  average 
f requency  e r r o r  must be zero.  Any nonzero average f requency  e r r o r  
w i l l  e v e n t u a l l y  r e s u l t  i n  an unacceptab le  phase e r r o r ;  i . e . ,  i t  w i l l  
e v e n t u a l l y  r e q u i r e  i n t e r r u p t i o n  o f  t h e  communications t r a f f i c  t o  r e s e t  
t h e  v a r i a b l e  s t o r a g e  b u f f e r s  t o  p r e v e n t  them f rom e i t h e r  emptying o r  
o v e r f l o w i n g .  I f  t h e  a l l o w a b l e  phase ( o r  t i m e )  t o l e r a n c e  has been 
s p e c i f i e d ,  average f requency e r r o r s  t h a t  w i l l  p e r m i t  t h a t  t o l e r a n c e  t o  
be ma in ta ined  f o r  a  s p e c i f i c  t i m e  can be determined. I n  genera l ,  
r e l a t i v e l y  h i g h  e r r o r s  can be accepted i n  t h e  p u l s e  r a t e  f o r  a  s h o r t  
p e r i o d  o f  t ime .  As an example, assume t h a t  t h e  p u l s e  f requency  i n  a  
system which i n i t i a l l y  has no phase e r r o r ,  i s  1  p e r c e n t  l ow o v e r  a  
p e r i o d  o f  f i v e  pu lses,  and then i s  1  p e r c e n t  h i g h  f o r  t h e  f o l l o w i n g  
f i v e  pu lses .  A f t e r  t h e  f i r s t  f i v e  pu lses,  t h e r e  w i l l  be a  phase 
( o r  t i m e )  e r r o r  equal  t o  5 p e r c e n t  o f  t h e  p u l s e  p e r i o d  -- a  n o r m a l l y  
accep tab le  v a l u e  -- and a f t e r  t h e  second f i v e  pu lses  (a  t o t a l  o f  t e n  
p u l s e s )  t h e  e r r o r  w i l l  be ze ro  aga in .  Now as a  f u r t h e r  example, 
assume t h a t  t h e  f requency  had been h i g h  f o r  f i v e  b i l l i o n  pu lses  
i n s t e a d  of o n l y  f i v e  p u l s e s  and then  low f o r  ano ther  f i v e  b i l l i o n  
pu lses .  Then, if t h e  maximum phase ( o r  t i m e )  e r r o r  were n o t  t o  
exceed 5 p e r c e n t  o f  t h e  p u l s e  p e r i o d ,  t h e  f requency  e r r o r  c o u l d  o n l y  
be one b i l l i o n t h  o f  1  p e r c e n t .  I n  b o t h  examples, t h e  phase ( o r  t i m e )  
e r r o r  i s  t h e  i t e m  of  predominant i n t e r e s t ,  and t h e  f requency  e r r o r  i s  
of i n t e r e s t  o n l y  because o f  i t s  r e l a t i o n s h i p  t o  t h e  phase ( o r  t i m e )  
e r r o r .  

The t i m i n q / s v n c h r o n i z a t i o n  f u n c t i o n  i n  t h e  DCS shou ld  n o t  be  s o l e l y  
dependent on t h e  c o n t i n u e d  o p e r a t i o n  o f  any p a r t i c u l a r  network  node, 
t r a n s m i s s i o n  l i n k ,  o r  f a c i l i t y  e x t e r n a l  t o  t h e  network .  

D iscuss ion :  S ince  nodes o f  t h e  DCS and t h e  t r a n s m i s s i o n  l i n k s  i n t e r -  
connec t ing  them a r e  s u b j e c t  t o  enemy d e s t r u c t i o n  o r  e l e c t r o m a g n e t i c  
jamming a t t a c k ,  i t  i s  o b v i o u s l y  d e s i r a b l e  t o  c o n s t r u c t  t h e  t i m i n g  
system t o  m in im ize  t h e  impact  t h a t  t h e  l o s s  o f  any l i n k  o r  node, o r  
any combinat ion o f  l i n k s  and nodes, would have on t h e  t i m i n g  f u n c t i o n  
f o r  t h e  s u r v i v i n g  p o r t i o n s  o f  t h e  network.  No s p e c i f i c  nodes o r  l i n k s  
i n  t h e  network shou ld  have such i n d i v i d u a l  impor tance t o  t h e  network  
t i m i n g  f u n c t i o n  t h a t  a  success fu l  enemy a t t a c k  on them would  s e r i o u s l y  
degrade t h e  network  t i m i n g .  No s p e c i f i c  p a r t s  o f  t h e  t i m i n g  system 



e i t h e r  w i t h i n  o r  e x t e r n a l  t o  t h e  communications network  s h o u l d  appear 
t o  be p a r t i c u l a r l y  a t t r a c t i v e  t a r g e t s  t o  an enemy. T h i s  i m p l i e s  t h a t  
c o n t r o l  o f  t h e  t i m i n g  system shou ld  be d i s t r i b u t e d  r a t h e r  t h a n  
c e n t r a l i z e d .  

F o l l o w i n q  t h e  l o s s  o f  anv node o r  t r a n s m i s s i o n  l i n k  o f  s i q n i f i c a n c e  t o  
t h e  t i m i n q  f u n c t i o n .  e i t h e r  t h r o u q h  f a i l u r e  o r  enemv a c t i o n .  the. 
t i m i n q  system f o r  t h e  DCS shou ld  a u t o m a t i c a l l v  r e o r q a n i z e  i t s e l f .  

D i s c u s s i o n :  Fo r  any communications network  t i m i n g  approach, t h e r e  i s  
e i t h e r  some optimum h i e r a r c h y  o f  t h e  l i n k s  and nodes, o r  some optimum 
s e t  o f  parameters  f o r  p r o v i d i n g  a  s t a b l e  system, o r  b o t h .  When l i n k s  
o r  nodes o f  t h e  network  a r e  l o s t ,  ad jus tmen ts  t o  t h e  networks  (wh ich  
m i g h t  i n c l u d e  p a r t i t i o n i n g  o r  r e c o n f i g u r a t i o n )  s h o u l d  be made t o  assure  
t h a t  d e g r a d a t i o n  o f  t h e  t i m i n g  f u n c t i o n  i s  a c c e p t a b l y  min imized.  I n  
c i v i l i a n  peacet ime systems, where t h e  need f o r  such ad jus tmen ts  o n l y  
r e s u l t s  f r o m  o c c a s i o n a l  equipment f a i l u r e s  o r  r a r e  a c t s  o f  n a t u r e ,  i t  
i s  a c c e p t a b l e  t o  manua l l y  make t h e  necessary  ad jus tmen ts ,  and 
necessary  r e p a i r s  t o  t h e  f a i l e d  equipment c o u l d  be expected t o  be made 
p rompt l y .  However, i n  a  w a r t i m e  s i t u a t i o n ,  e x t e n s i v e  damage t o  t h e  
m i l i t a r y  communicat ions system due t o  enemy a c t i o n  m i g h t  s i m u l -  
t a n e o u s l y  o c c u r  i n  many w i d e l y  separa ted  areas.  The maintenance and 
r e p a i r  f u n c t i o n  m i g h t  be i n t e n t i o n a l l y  o r  u n i n t e n t i o n a l l y  impeded by  
enemy a c t i o n .  Access t o  areas where r e p a i r s  a r e  needed m i g h t  be 
s e v e r e l y  r e s t r i c t e d ,  and r e q u i r e d  s k i l l e d  personnel  m i g h t  n o t  be 
a v a i l a b l e  when needed. There fo re ,  t h e  t i m i n g l s y n c h r o n i z a t i o n  system 
f o r  a  m i l i t a r y  communications system shou ld  be h i g h l y  automated. I n  
p a r t i c u l a r ,  t h e  r e o r g a n i z a t i o n  o f  t h e  t i m i n g  system f o l l o w i n g  t h e  l o s s  
o f  any l i n k  o r  node o f  t h e  comnunicat ions system shou ld  be t o t a l l y  
au tomat i c ;  and by a t t r i b u t e  number 3, i t  s h o u l d  a l s o  be d i s t r i b u t e d  
r a t h e r  t h a n  c e n t r a l i z e d .  

So l o n q  as anv communicat ion l i n k  t o  a  node s u r v i v e s ,  i t  shou ld  be 
l e  o f  s u p p o r t i n g  t h e  tmfunction. . . 

D i s c u s s i o n :  U n l i k e  a  c i v i l i a n  communications system where f a i l u r e s  
i n  t h e  t i m i n g  system can be expected t o  be random and i n f r e q u e n t ,  
sudden mass ive d e s t r u c t i o n  o f  many p a r t s  o f  t h e  war t ime  m i l i t a r y  
communications system can be expected o v e r  a  s h o r t  p e r i o d  o f  t ime .  
Whereas a  c o u p l e  o f  backup pa ths  would  be q u i t e  adequate t o  assure  
t i m i n g  a t  a  p a r t i c u l a r  node i n  t h e  peacet ime c i v i l i a n  system, i t  
m i g h t  n o t  be unusual  t o  l o s e  a l l  b u t  one communications l i n k  t o  a  
m a j o r  node ( o r  even s e v e r a l  nodes) i n  a  war t ime  m i l i t a r y  system. 
S ince  i t  i s  n o t  p o s s i b l e  t o  assure  wh ich  l i n k  m i g h t  rema in  i n t a c t  
f o l l o w i n g  such an a t t a c k ,  e v e r y  l i n k  must  be capab le  o f  s u p p o r t i n g  
t h e  t i m i n g  f u n c t i o n .  

A  node t e m p o r a r i l y  d i sconnec ted  f r o m  t h e  network  shou ld  have t h e  



c a p a b i l i t y  f o r  r a p i d  s y n c h r o n i z a t i o n  o f  sp read  spect rum s i g n a l s  i n  a  
jammi nq env i ronment .  

D i s c u s s i o n :  Under jamming c o n d i t i o n s ,  t h e  l e n g t h  o f  t i m e  r e q u i r e d  t o  
t e s t  a  g i v e n  t i m i n g  r e l a t i o n s h i p  t o  de te rm ine  whether  o r  n o t  i t  i s  i n  
s y n c h r o n i z a t i o n  i s  g r e a t l y  i nc reased .  I f  1  second o f  sampl ing t i m e  i s  
r e q u i r e d  t o  make a  d e c i s i o n  between b e i n g  i n  s y n c h r o n i z a t i o n  o r  o u t  o f  
s y n c h r o n i z a t i o n  f o r  each 10 nanoseconds change i n  t i m i n g ,  an 
u n c e r t a i n t y  window o f  10 microseconds c o u l d  r e q u i r e  a  t o t a l  o f  1000 
seconds t o  search.  I f  c o r r e c t  s y n c h r o n i z a t i o n  were n o t  found  t h e  
f i r s t  t i m e  through,  t h e  window would  have t o  be searched aga in .  
Obv ious ly ,  t h e  amount o f  sea rch  t i m e  r e q u i r e d  depends upon t h e  d e s i g n  
o f  t h e  system and t h e  env i ronment  i n  wh ich i t  must f u n c t i o n ,  b u t  i t  
i s  d e s i r a b l e  t o  m a i n t a i n  a  sma l l  search window f o r  a c q u i r i n g  o r  
r e a c q u i r i n g  s y n c h r o n i z a t i o n  i n  a  m i l i t a r y  communicat ions system wh ich  
i s  s u b j e c t  t o  enemy jamming. I n  a d d i t i o n  t o  speeding up t h e  
s y n c h r o n i z a t i o n  process f o r  spread spect rum equipment,  good system 
t i m i n g  can a l s o  be used t o  speed t h e  s y n c h r o n i z a t i o n  o f  m u l t i p l e x i n g  
and c r y p t o g r a p h i c  equipment.  T h i s  reduces t h e  amount o f  t i m e  t h e  
equipment i s  o u t  o f  s y n c h r o n i z a t i o n  f o l l o w i n g  s i g n a l  outages,  t h e r e b y  
m i n i m i z i n g  t h e  l o s s  o f  communicat ions t r a f f i c .  

To t h e  e x t e n t  p r a c t i c a b l e ,  d i s t u r b a n c e s  i n  t h e  c l o c k s  a t  i n d i v i d u a l  
& o f  t h e  network  shou ld  be p reven ted  f rom p r o p a q a t i n q  t o  o t h e r  
nodes o f  t h e  ne twork .  

D iscuss ion :  E r r o r s  i n  l o c a l  c l o c k s  as a r e s u l t  o f  d i s t u r b a n c e s  a t  
remote c l o c k s  p r o p a g a t i n g  t o  t h e  l o c a l  c l o c k s  use up a  p o r t i o n  o f  
t h e  a v a i l a b l e  phase t o l e r a n c e  a t  t h e  l o c a l  node and make i t  more 
s u s c e p t a b l e  t o  Toss o f  s y n c h r o n i z a t i o n  f r o m  o t h e r  causes. T h i s  
i n c l u d e s  an o v e r a l l  r e d u c t i o n  i n  t h e  s t a b i l i t y  o f  t h e  t i m i n g  system 
making i t  l e s s  capab le  o f  accommodating s i g n a l  fades and o t h e r  
t r a n s m i s s i o n  d i s t u r b a n c e s .  T h i s  a t t r i b g t e  i s  p a r t i c u l a r l y  i m p o r t a n t  
i f  t h e  d i s t u r b a n c e s  occurs  j u s t  p r i o r  t o  t h e  t i m e  a  node e n t e r s  a  
backup f r e e - r u n n i n g  mode o f  o p e r a t i o n  where an induced  f requency  e r r o r  
w i l l  be i n t e g r a t e d  o v e r ' a  l o n g  p e r i o d  o f  t i m e  p r o d u c i n g  a  v e r y  l a r g e  
phase e r r o r .  T h i s  a t t r i b u t e  p r o v i d e s  i n c r e a s e d  r e s i s t a n c e  t o  enemy 
a t t a c k  and p e r t u r b a t i o n s .  

A n o r m a l l v  o p e r a t i n q  t i m i n q  system s h o u l d  n o t  r e q u i r e  i n t e r r u p t i o n  o f  
t r a f f i c  s o l e l y  f o r  r e s e t t i n q  v a r i a b l e  s t o r a q e  b u f f e r s  t o  accommodate 
e r r o r s  i n  u n c o o r d i n a t e d  system c l o c k s .  

D i s c u s s i o n :  P lanners  o f  s e v e r a l  c i v i l i a n  d i g i t a l  communicat ions 
systems i n  N o r t h  America cons ide red  t h e  use o f  a c c u r a t e  f r e e - r u n n i n g  
c l o c k s  w i t h  p r o v i s i o n  f o r  o c c a s i o n a l  i n t e r r u p t i o n  o f  t r a f f i c  t o  r e s e t  



v a r i a b l e  s torage b u f f e r s  [61. A l l  o f  these system planners r e j e c t e d  
t h i s  appooach because they f e l t  t h a t  i t  would be unacceptable t o  t h e i r  
customers. I t  i s  even l ess  des i rab le  i n  a  m i l i t a r y  system where 
there  are  add i t i ona l  func t ions ,  such as encryp t ion  and spread spectrum 
transmisssion, which r e q u i r e  synchronizat ion.  The worldwide nature  o f  
a  m i l i t a r y  network prevents use o f  a  low t r a f f i c  n i g h t  t ime pe r iod  
f o r  such i n t e r r u p t i o n s  because the  sun never se ts  on such a  worldwide 
network. 

C a ~ a b i l i v  t o  r e s e t  v a r i a b l e  s t o  . b u f f e r s  w i t h  a m m u m  i n t ~ r r u p t i n n  
. . raae 

o f  t r a f f i c  should 1 - 
-s f o r  c l o c k  
coord ina t ion  i s  n o t  ava i l ab le .  

Discussion: This i s  a  l a s t  d i t c h  backup mode o f  opera t ion  t o  permi t  
cont inued communications (al though degraded because o f  requ i red  
i n t e r r u p t i o n s )  i f  a l l  means o f  c lock  coord ina t ion  should be l o s t  
wh i l e  a t  l e a s t  one communications l i n k  i s  otherwise i n t a c t .  I n  a  
w e l l  designed system, i t  should be a  very r a r e  occasion when t h i s  mode 
o f  opera t ion  would be requi red,  b u t  i t  would be shor ts igh ted  n o t  t o  
prov ide t h i s  c a p a b i l i t y .  The t im ing  system should no t  be permi t ted  
t o  be the  s o l e  reason f o r  communications n o t  being ava i l ab le .  This  
a t t r i b u t e  could be very important  f o r  t h e  very r a r e  occasions when 
i t  i s  needed, because t h i s  could be a  pe r iod  o f  t ime when cont inued 
communications i s  o f  utmost importance. 

Systematic se l f -mon i to r i na  o f  the  t im inq  f u n c t i o n  should be provided. 

The t im ing  f u n c t i o n  i n  a  d i g i t a l  DCS i s  expected t o  be very r e l i a b l e .  
Under normal opera t ing  condi t ions,  undisturbed by h o s t i l i t i e s ,  
f a i l u r e s  w i l l  occur very r a r e l y .  Under these condi t ions,  i t  w i l l  be 
very d i f f i c u l t  t o  main ta in  we l l  t r a ined ,  experienced personnel f o r  
s e r v i c i n g  f a i l u r e s  t o  the  t i m i n g  system. Because o f  t h i s ,  i t  i s  
important  t h a t  the  t i m i n g  system prov ide  automatic se l f -mon i to r i ng  
and f a u l t  diagnosis. I t  i s  des i rab le  t h a t  such mon i to r ing  i nc lude  t h e  
mon i to r ing  o f  t h e  actual  t i m i n g  f u n c t i o n  i n  a d d i t i o n  t o  normal power- 
supply vo l tage measurements and s igna l  l e v e l  measurements. Many 
types o f  f a i l u r e s  t h a t  can a f f e c t  t h e  opera t ion  o f  a  t i m i n g  system 
can on l y  be detected by mon i to r ing  the  ac tua l  t i m i n g  func t ion .  It i s  
a l s o  important  t o  de tec t  pending t i m i n g  f a i l u r e s  long before  any 
i n t e r r u p t i o n s  t o  communications t r a f f i c  occur. Trend i n fo rma t ion  and 
automatic s t a t i s t i c a l  eva lua t ion  o f  systematic se l f -mon i to r i ng  o f  the  
t im ing  func t i on  can be used t o  au tomat i ca l l y  p rov ide  e a r l y  de tec t i on  
o f  problems and se l f -d iagnos is  o f  t h e i r  causes. This i n fo rma t ion  can 
then be used t o  au tomat i ca l l y  i n d i c a t e  t h e  needed c o r r e c t i v e  ac t i on .  

Options w i t h  p o t e n t i a l  importance f o r  s a t i s f v i n q  f u t u r e  t i m i n q  



requirements should n o t  be precluded w i thout  qood reason. 

It i s  a  common occurrence t h a t  inadequate p lanning f o r  f u t u r e  needs 
f i n a l l y  r e s u l t s  i n  a  s i t u a t i o n  r e q u i r i n g  e i t h e r  (1)  a  very l a r g e  
expenditure o f  funds o r  (2 )  fo rgo ing  the  serv ice.  When i t  ar ises ,  
t h i s  s i t u a t i o n  always seems t o  be unexpected because i t  was n o t  
inc luded i n  the  o r i g i n a l  planning. Sometimes the  c a p a b i l i t y  could 
have been provided a t  no e x t r a  cos t  a t  the  t ime o f  o r i g i n a l  equipment 
development, and nea r l y  always a t  a  small f r a c t i o n  o f  the  cos t  f o r  
r e t r o f i t  a f t e r  the  equipment i s  f i e l d e d .  I t i s  d i f f i c u l t  t o  p r e d i c t  
a t  the  t ime o f  equipment development a l l  o f  i t s  app l i ca t i ons  dur ing  
i t s  l i f e t i m e .  Therefore, i t  i s  very des i rab le  t o  leave open a l l  
op t ions  t h a t  might  make i t  poss ib le  t o  s a t i s f y  those unpredicted 
app l i ca t i ons  as they a r i s e ,  unless t h i s  r e s u l t s  i n  some s i g n i f i c a n t  
penal ty ,  e.g., s i g n i f i c a n t  a d d i t i o n a l  costs.  

SUMMARY 

A  s e t  o f  des i rab le  a t t r i b u t e s  f o r  t i m i n g  i n  t h e  d i g i t a l  DCS has been 
suggested. The suggested a t t r i b u t e s  prov ide f o r  keeping t h e  major 
nodes o f  the  DCS w i t h i n  acceptable phase tolerances o f  one another 
by coord ina t ing  a l l  o f  t h e i r  phases w i t h  the  standard prov ided by t h e  
U.S. Naval Observatory (UTC (USNO)) o r  the  Nat ional  Bureau of 
Standards (UTC (NBS)) whenever e i t h e r  i s  ava i l ab le .  I f  UTC i s  no t  
ava i l ab le ,  a  p a r t i c u l a r  c lock  w i t h i n  the  network i s  au tomat i ca l l y  
se lected as a  reference f o r  t h e  r e s t  o f  the  network. S u r v i v a b i l i t y  
o f  the  network i s  f u r t h e r  enhanced by: ( 1 )  assur ing t h a t  i t  i s  no t  
dependent on any one p o i n t  o f  c e n t r a l i z e d  o r  concentrated vu lner -  
a b i l i t y  t o  enemy ac t ion ,  (2 )  p rov id ing  adequate automation t o  
accomplish most c o r r e c t i v e  ac t ions  (o ther  than equipment r e p a i r  o r  
rep1 acement) w i thou t  manual i n te rven t i on ,  ( 3 )  assuring t h a t  t i m i n g  
coord ina t ion  i s  a v a i l a b l e  a t  any node so long as there remains one 
func t i on ing  communications l i n k  t o  t h a t  node, and (4 )  p rov id ing  a  
backup mode f o r  degraded opera t ion  of any node t h a t  f i n d s  i t s  a b i l i t y  
t o  coordinate i t s  c lock has been l o s t  f o r  any reason. Any i m ~ r o v e -  
ment i n  s t a b i l i t y  and accuracy through improved c lock  d i s c i p l i n i n g  
procedures w i l l  f u r t h e r  enhance a  system's c a p a b i l i t y  t o  p rov ide  a l l  
o f  these a t t r i b u t e s  under a l l  cond i t ions  l i k e l y  t o  occur i n  a  f u l l -  
sca le  war. 
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QUESTIONS AND ANSWERS 

MR. CHI: 

I would like to make a comment. Particularly I like your example 
of the illustration of comparison between people and bits, that is 
in terms of the requirements between the railroad for the timing 
and digital communications. I think it was very well illustrated. 
We talk about the requirements for time, but the fact that you 
have illustrated it and gave us a very simple example in such a 
way that most people can understand what it is. Thank you. 

DR. STOVER: 

The railroads had a hard time, you know, getting standard time 
across. We are having that same kind of a problem. 

DR. WINKLER: 1 
Maybe I should say a few things, particularly about your items 7 
and 11, which struck me as very important and very general. 
Seven has been, if I remember correctly, that means should be 
provided to prevent the disturbances of a single clock to propa- 
gate throughout the system. Now that is something which is, of 
course, important, not only for your particular application, it 
is essential to all timekeeping. And what does one do in order to 
prevent that? 

And now, it appears to me that the approach which is usually 
taken is to just straight average and this is something which has 
been criticized by several people, the last one, which impressed 
me most, was an article which I read two years ago in "Die Klein- 
Hallbacher Berichte", the German URSI reports about the falacies 
of using the mean as the best estimator in cases of disturbances 
which are not at all Gaussian and may not be right in time cor- 
relation. And in that article, the great advantage of using the 
median was discussed, that in fact the median, the central point 
of all incoming time reports which a model point would get from 
its surrounding points would be a completely insensitive esti- 
mator to any individual disturbance. A clock could go any 
arbitrary amount off and by taking the median instead of the mean, 
you are safe. It would not be affected at all and I wanted to 
point that out, that in filtering, in selecting routines to re- 
ject such outlyers, the assumption of the normal distribution is 
an incorrect one because as we deal with digital systems, digital 
systems are usually outrageously wrong and not Gaussian distri- 
buted. 



And 11, the importance of satisfying future requirements. 
That strikes me as something of even greater generality. 

DR. STOVER: 

It is even harder to get examples of. 

DR. WINKL.ER: 

That we so often find the role of management defined as -- These 
people must think that management must have something to do with 
monocles to restrict people's choices in the future, while in 
fact good management ought to enlarge the choices which the future 
generations have. And I think excellent technical management 
would be one which keeps wide open all these future choices in- 
stead of restricting them in too short-sighted a view. And that, 
again, is an overriding generality. 

QUESTION: 

I too have had access to some of the German publications and 
especially when you are talking about different types of weapons 
which may be releasing electromagnetic radiation which could 
affect large numbers of clocks in an area, but the aspect of going 
to the median also bothers me because there may not be a discrete 
median. There is a range for which there is a set of values can 
be the median, so how do you try to solve this problem of large- 
scale, propagation disturbances with large numbers of clocks being 
simultaneously disturbed with the ionosphere being disturbed and 
which all would masquerade and it is the same. I think that is a 
very major problem in tying everything together. 

DR. STOVER: 

Well, one of the things that I had in mind at the time that I 
wrote that was one of the systems that has been very highly dis- 
cussed in the communications literature for timing for digital 
communications systems is the so-called "mutual system", in which 
all the clocks in the whole communications network effect each 
other, so that the whole system can float around, so to speak. 
with bulges here and bulges there as far as the error is concerned 
and everything effects each other. And one flaw in one clock will 
effect all the other clocks. That was the thing I was really 
trying to rule out when I wrote that statement. And my preference 
is to tie everything to UTC, as was stated in the very first one 
which is a Federal Standard. But as you read that Federal 



Standard, d i f fe ren t  people can in te rpre t  i t  d i f fe ren t ly ,  when it 
says it is traceable to the Naval Observatory, some people w i l l  
say that  i t  has some frequency that  i s  traceable to  the Naval 
Observatory, while I would l i k e  to  say time or  phase which is 
s ta ted i n  one of the l a t e r  ones. And some people w i l l  say that  
the accuracy with which that  frequency needs to  be traced to  the 
Observatory i s  not rea l ly  very great .  Now I disagree with both 
of those statements as  you can t e l l ,  and think tha t  we should 
accurately, i n  phase, i n  time, clock the DCS, because i t  i s  a war- 
time system. 

DR. WINKLER: 

I agree very much and I think tha t  agrees with general principles 
which have been mentioned recently by Professor Becker. Is he 
here? Would he l i k e  to say something about tha t?  

DR. BECKER: 

I w i l l  address it in my paper later. 

DR. KAHAN: 

Have these a t t r i bu t e s  that  you have l i s t e d  been accepted and imple- 
mented within the DCS system? 

DR. STOVER: 

No. This i s  the f i r s t  time tha t  they have been presented as  a 
group, as a desirable. We have to  get them accepted. You know 
how the mil i tary works. When ybu t e l l  somebody you have a re- 
quirement, they want to  know which d i rec t ive  from the Joint  Chiefs 
s t a t e  it as  being a requirement. So you have to  beat on these 
things a long time before they can be s ta ted a s  being requirements. 
So tha t  i s  why we a re  cal l ing them "desirable a t t r ibutes" .  

QUESTION: 

You mentioned item 7 here a s  non-propagation of errors .  Do e i ther  
one of you have any suggestions a s  how one might implement the 
desirable a t t r i bu t e s?  

DR. STOVER: 

Well, the thing I had i n  mind, of course, was the types of things 
t ha t  I have presented a t  previous meetings here. I am biased 
there,  of course, and so i f  you would read the proceedings from 
the year before l a s t  you would get an excellent idea of what I 
would consider an out l ine  of how to  do that .  




