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ABSTRACT 

This  paper  descr ibes  t h e  Honeywell  Avionics Division 
philosophy f o r  "Designed-In" rel iabi l i ty ,  a s u m m a r y  of 
s e l e c t e d  t a sks  f r o m  t h e  Willoughby "New Look1', a n d  a 
compar ison  of rel iabi l i ty  programs (based o n  e l ec t ron ic s )  
f o r  space ,  manned mi l i ta ry  a i r c r a f t ,  and  c o m m e r c i a l  
a i r c r a f t .  The app roach  w e  h a v e  t aken  in t h i s  paper  will  
c o v e r  t h e  following i t e m s ,  as t h e y  r e l a t e  t o  Honeywell  
AvD: 

o Reliabi l i ty  Philosophy and  Organiza t ion  
- Reliabi l i ty  I n t e r f a c e  wi th  Design 
- Reliabi l i ty  I n t e r f a c e  wi th  Product ion  

o MTBF Predic t ions ,  Concep t  Phase  through Final  
Proposal  
- T h e  Laser  Gyro  - A New Technology 
- Elec t ronics  - An Evolut ionary Technology 

o Design, Developtnent ,  T e s t  and  Evaluat ion P h a s e  
- Semi-Conductor  Junc t ion  T e m p e r a t u r e s  
- Sneak C i r c u i t  Analysis 

o Product ion  Phase  
- Product ion  Support  
- Manufac tur ing  Run-In (MRI) 

o Commona l i t y  Among Space ,  Mil i tary,  and Com-  
merc i a l  Avionics 
- Space Elec t ronics  
- Military Avionics 
- C o m m e r c i a l  Avionics 

INTRODUCTION 

This paper  has  been  prepared  in response t o  a reques t  f rorn Dr. A.O. McCoubrey ,  
general cha i rman  fo r  t h e  1980 PTTI ,V/reeting. As w e  unders tand  t h e  background 
of PTTI m e a s u r e m e n t ,  s o m e  of t h e  concep t s  and  technology a r c  new, even  
unique. Rel iabi l i ty  and  Maintainabi l i ty  (R&M) cons idera t ions  t o  date may ,  
t h e r e f o r e ,  b e  i nadequa te  fo r  t h e  pro jec ts  of tomorrow.  Our purpose in th i s  paper  
is  t o  p re sen t  a p i c tu re  of how our  company--the Avionics Division (AvD)  of 



Honeywell, 1nc.--approaches t h e  subject of designing, building, and tes t ing 
electronics equipment with controlled R&M characterist ics.  

The breadth of t h e  subject  is staggering in t e rms  of a 20 minute presentation, In 
a n  a t t e m p t  t o  avoid a n  overly broad-brush approach t o  t h e  subject ,  we a r e  
making some assumptions. First  (and foremost): because t h e  Willoughby "New 
Looktt has gained wide acceptance,  we will not review all of t h e  various tasks,  
tests, and analyses tha t  i t  prescribes. We believe tha t  R&M people can, in their  
own operations, perform or  lead most or  all of t h e  salient tasks inherent in t h e  
"New Look". Therefore, this  paper will dwell on effor ts  a t  AvD t h a t  a r e  
different--and in one case, unique t o  our operation, 

W e  recognize t h a t  t h e  approach we have chosen might amplify t h e  appearance of 
disagreement with o ther  people in R&M work--including, perhaps, s a m e  of you in 
t h e  audience. Please, then,  keep two  things in mind: ( I )  we undoubtedly have a 
high degree of commonali ty in rnost of t h e  i tems not discussed in deta i l  here; and 
(2) t h e  material  we a r e  covering represents a view--a series of Engineering 
judgments--on methods t h a t  we consider t o  have been effect ive  for us. 

RELIABILITY PHILOSOPHY AND ORGANIZATION 

Honeywell AvD subscribes t o  a basic reliability philosophy t h a t  is common t o  
most organizations where product reliability is of major importance: "Reliability 
is a 'designed-in' performance character is t ic .  Testing and inspection verify t h a t  
t h e  design m e e t s  objectives, and tha t  the  product, as built, retains t h e  
character is t ics  of t h e  design." While very few people would disagree with any 
aspect  of t h e  philosophy as  s t a ted ,  t h e  methods by which t h e  concept is 
implemented by various organizations--the actual  tasks and organizational 
responsibilites of t h e  working reliability engineer--are diverse and, a t  t imes,  
seem t o  contradic t  t h e  philosophy a s  expressed. At  AvD, our organizational 
s t ruc tu re  and our assigned char te r  of responsibilites a r e  tailored t o  f i t  t h e  
accepted basic philosophy. Therefore,  reliability engineers a r e  a n  integral  pa r t  
of t h e  Engineering Depar tment  in a service organization. 

Reliability Interface  With Design 

Although our Engineering depar tment  is qui te  large--(more than 500 engineers, 
400 of whom a r e  design engineers)--we have found t h a t  a cen t ra l  support/ 
services group gives flexibility to t h e  covering of changing work loads in t h e  
various sections of t h e  department.  One section of this group is t h e  Reliability 
and Design Support (R&DS) function, consisting of about 50 engineers. R&DS has 
responsibility for disciplines t h a t  include: reliability, r-naintainability, system 
safe ty ,  rnechanical/vibrational s t ress  analysis, thermal  analysis, e lect romagnet ic  
in terference considerations, and electrical/electronic par t  standardization and 
specifications. There  is a need for  interaction within these  disciplines and our 
organization fos ters  such interaction. 



In t h e  design phase of major  pro jec ts ,  ou r  expe r i ence  has  seen  t h e  assignrnent  of 
o n e  o r  t w o  R&i/l engineers  fo r  e v e r y  10 design engineers .  On r e c e n t  pro jec ts ,  
t h e  r a t i o  has been  c loser  t o  two-to-10. 

Reliabi l i ty In t e r f ace  wi th  Production 

The re  a r e  g r a y  a r e a s  be tween  Engineering D e p a r t m e n t  cont ro l  of product  
per formance ,  and  those  i terns of cont ro l  t h a t  belong t o  t h e  Production and/or  
Qual i ty  Depar tments .  However,  we bel ieve (with Mr. Willoughby) that t h e  
prudent  resolut ion of such gray  a r e a s  is a lmos t  always in favor  of making thcrn 
t h e  responsibility of t h e  Engineering Depa r tmen t ,  Specif ical ly,  if t h e r e  is any  
doubt  abou t  t h e  con t ro l  of t h e  end  resul t  of a process  by d i r ec t  measu remen t  of 
t h e  end-product ,  t hen  t h a t  process should become a n  engineering spec i f ica t ion ,  
under con t ro l  of t h e  Engineering Change  Orde r  (ECO) procedure.  

Despi te  th is  e f f o r t ,  t h e r e  a r e  a r e a s  of over lap  in which i t e m s  t h a t  a r e  not  under 
ECO con t ro l  can--and do--have a n  e f f e c t  on reliability. Therefore ,  o n e  of t h e  
t a sks  assigned t o  our rel iabi l i ty engineering funct ion  is t o  i n t e r f a c e  with 
engineers  f rom t h e  production and quali ty d e p a r t m e n t s  in order  t o  resolve 
problems during product  build, and for  malfunctioning goods t h a t  a r e  re turned  
f r o m  t h e  f ield.  W e  t i t l e  th is  t a sk  FRAC.4--Failure Report ing,  Ana1y:sis a n d  
C o r r e c t i v e  Action. We'll discuss this  task  again l a t e r ,  as well as s o m e  of t h e  
major  d i f f e rences  be tween a quant i ty  build (100s o r  1000s of t h e  s a m e  i t e m )  
prograrn and a space-oriented product .  

Highlights of a C u r r e n t  Prograrn 

The  remaining port ions of th is  paper,  which descr ibe  v a r i o i ~ s  phases of a 
par t icu lar  program,  a r e  examples  frorn a cu r ren t  cornrnercial pro jec t  thal: brings 
Honeywell AvD into a new major  f ie ld  of business--inertial re ferencelnaviga t ion  
fo r  manned a i r c ra f t .  I t  rnay seem s t r a n g e  to choose  a c o r n ~ n e r c i a l  product  for  a 
discussion of "Hi-Reliability" hardware ,  but we  bel ieve i t  is applicable t o  t h e  
objec t ives  of th is  meet ing .  

MTBF PREDICTIONS, CONCEPT PHASE THROUGH FINAL PROPOSAL 

There  are numerous  R h M  ta sks  t h a t  a r e  s ignif icant  and necessary  con, tr ibutors  t o  
t h i s  phase of a successful  program. We have  decided t o  discuss predict ion 
me thods  because  they  a r e  ve ry  impor t an t  t o  a colnrnercial  prograrn (warrant ies  
and  gua ran teed  MTBFs), and  because  our predict ion methodology (for sol id-state  
e lec t ronics)  i s  unique within t h e  industry. Fur ther tnore ,  we  bel ieve t h e  concep t s  
a r e  also c r i t i ca l  for  s p a c e  applicat ions,  and a reasonable basel ine fo r  t~radeoff  
decisions ( re la t ive  fa i lure  r a t e s )  and  for  pro jec ted  l i fe l redundancy cons idera t ions  
is needed.  

T h e  Laser Gvro  - A New T e c h n o l o ~ v  

T h e  Ring Laser  Gyro  (RLG) port ion of t h e  subsystem under considerat ion repre-  
s e n t s  a new technology--one fo r  which w e  have  l imi ted  ( re levant )  rel iabi l i ty 



data.  As t h e  primary motion sensor required t o  perform inert ial  navigation, t h e  
gyro's fai lure r a t e  can  make-or-break t h e  ability of t h e  system t o  m e e t  i t s  MTBF 
and  Life  Cycle  Cos t  (LCC) goals. Because no comparable instrument exists ,  w e  
projected t h e  fai lure r a t e  by t h e  following general  approach: 

o Identify fai lure modes as thoroughly as practical. 
o Review failure modes by (sub)function and comparable (sub)function. 
o Use failure r a t e s  for  known hardware and comparable function where 

possible. 
o Analyze and review causes of fai lure in prototype gyros for compati- 

bility with t h e  theoret ica l  analyses. 
o Factor-in experience during t h e  build process. 
o Total  subfunction failure ra tes ,  and review and compare those ra tes  

with known failure r a t e s  fo r  mechanical  gyros. 

Although t h e  RLC subsystem has many advantages over t h e  gimbaled, rotating 
gyro mechanization, t h e  most significant i tem is  improved reliability at equal o r  
lower cost. There  a r e  two  considerations when comparing t h e  new technology 
with t h e  old-"randomt' fai lure ra te ,  and mean life. However, the re  a r e  no known 
wear-out o r  a g e  oriented failure modes in t h e  RLG during t h e  anticipated l i f e  of 
t h e  equipment. Therefore,  a sum of t h e  es t imated random failure r a t e s  of t h e  
RLG is compared t o  t h e  cumulative wear-out and random failure d a t a  for  t h e  
mechanical  gyros. 

Even though t h e  ent i re  process tends t o  be be t t e r  on paper than i t  does in 
practice,  we have enough confidence in t h e  procedure t o  use i t  as t h e  basis for  
extended warranties and guarantees. 

The RLG involved more than 15 years  of research and development. The s teps  
for reliability analysis described above, meanwhile, represent  a n  i t e ra t ive  
process t h a t  s t a r t ed  almost with t h e  original idea of a laser sensor mechanism 
(i.e., a motion sensor with no moving parts). The final, numerical  assessment by 
a reliability engineer only formalizes and quantifies t h e  accepted basic probabili- 
t i e s  associated with t h e  new technology. 

Electronics - An Evolutionary Technology 

Although MTBF projections for new technology i t ems  carry  t h e  greates t  risk, 
electronics predictions a r e  also cr i t ica l  in t h e  reaching of good decisions at t h e  
front-end of a program. AvD has developed a unique prediction methodology for  
solid-state electronics hardware tha t  is based on extensive d a t a  gathered over a 
period of years. Our largest ,  most-accurate d a t a  base is t h e  record of failures of 
a digital air  d a t a  computer  (DADC) used in Douglas DC-10 airplanes. Consider- 
ab le  d a t a  is also available f rom AvD flight control  electronics equipment on t h e  
C5-A and F-14 airplanes, as well as radar a l t imeters  used in most of t h e  Navy's 
airplanes. That  d a t a  is l imited in scope and accuracy,  however. Specifically, the 
available d a t a  suggests two  sources of reliability improvement in production- 
type solid-state electronics: 



o T h e  universal ly-accepted improvemen t  of a design, and i t s  a s soc ia t ed  
production processes  through ma tu ra t ion  

o An aging  m a t u r i t y  r e l a t ed  only t o  opera t ional  a g e  ( ave rage  ope ra t ing  
hours per  unit).  

F igure  1 shows a log-log plot  of t h e  measured  fa i lure  r a t e  of t h e  Digital  A.ir D a t a  
Compute r  (DADC) e l ec t ron ic s  vs. t h e  a v e r a g e  age of a l l  equipment  in t h e  f ield.  
Each d a t a  point r ep resen t s  at l ea s t  35 fai lures.  T h e  ca lendar  period is super-  
imposed on  t h e  axis  depic t ing  a v e r a g e  opera t ing  hours. Fu r the r  informat ion  on 
th i s  sub jec t  is ava i lab le  f r o m  t h e  author.* 

Based on t h e  d a t a  c i t e d  ea r l i e r ,  w e  have  developed a s imple  equat ion  (Figure 2) 
for  predict ing e l ec t ron ic  f a i lu re  ra tes .  The equat ion  i s  based on  t h e  assumpt ion  
t h a t  t h e r e  a r e  two  components  of t h e  basic f a i lu re  mechanism,  such  tha t :  

Xi  = K* + Ar, where  

o Xi is t h e  fa i lure  r a t e  at any  given in s t an t  
o Ar is a residual  o r  cons t an t  , approached as a n  asyrnpto te  
o T h e  K H ~  t e r m  is t h e  var iab le  , very  l a rge  at infancy and approaching 

ze ro  as a n  a sympto te .  K i s  a cons t an t ,  H t h e  opera t ing  hours,  and  a i s  
t h e  s lope  of t h e  curve.  

i W e  recognize  t h a t  f a i lu re  r a t e s  will vary wi th  t e m p e r a t u r e  and could be  a f f e c t e d  
by o t h e r  envi ronmenta l  and  package-design f ac to r s .  For  AvD purposes, t h e  

1 validi ty of our  predict ion is l imi ted  t o  equipment  t h a t  o p e r a t e s  within t ight  
design cons t r a in t s  for  t e m p e r a t u r e  and  packaging. The a c t u a l  envi ronment  at  
t h e  piece-part  level  is t hen  cont ro l led  within t h e s e  cons t ra in ts .  For AvD 

I 
1 

applicat ions,  w e  bel ieve t h a t  t h e  accu racy  of fa i lure  d a t a  does not  justify any  
g r e a t e r  precision than  we g e t  with our  s imple equation.  

1 
W e  a r e  convinced  t h a t  t h e  data sumrnarized in F igure  1 is a valid indicat ion of 
t h e  behavior of e l ec t ron ic  parts .  The  explanat ion w e  have  developed pos tu la tes  
t h a t  sol id-state  e l ec t ron ic s  have  t h e  following charac ter i s t ics :  

l o The re  a r e  no signif icant  wear-out  modes fo r  t h e  opera t ional  life of t h e  
equipment  involved. 

i o Some  e l ec t ron ic  p a r t s  have  l a t e n t  d e f e c t s  o r  f laws  t h a t  r ep resen t  a 

I weak  link in t h e  chain  t h a t  could lead t o  fai lure.  

i 
o All of t h e  l a t e n t  d e f e c t s  may s t i l l  no t  l ead  t o  a fa i lure  during the! l i f e  of 

1 
t h e  product  (1  0,000 t o  7 5,000 opera t ing  hours). 

* "The E f f e c t  of Endless Burn-In on Reliabi l i ty Growth  Projections," Alex 
Beza t  a n d  Lyle Montaque,  Proceedings 1979 Annual Reliabi l i ty a n d  Maintain- 
ab i l i ty  Symposium. 



o Repair actions for  fai led par ts  result in t h e  removal of t h e  weakest par t  
within t h e  population at any given instant. The replacement par t  is, in 
all probability, a par t  t h a t  will not  fai l  during t h e  remaining l i fe  of t h e  
equipment. 

Other  investigators have arrived at conclusions similar t o  ours regarding both t h e  
cause  and shape of t h e  fai lure r a t e  curve (there is a paper on this subject  
scheduled for t h e  forthcoming R&M symposium in Philadelphia). However, t h e  
explanation must be t r ea ted  as theory; t h e  fai lure r a t e  curve represents d a t a  at 
a high level of s ta t is t ica l  confidence. Based on t h e  above characterist ics,  t h e  
reliability prediction methods described have been used in t h e  RLG program 
under discussion in this paper, as well as for  all o the r  programs where 
management risklcost analyses a r e  needed. 

I t  should be noted, however, t h a t  MIL-HDBK-217 is still  t h e  only method t h a t  
government procurement agencies can use on a n  llapples-for-apples'' basis, so  our 
AvD operation uses t h e  MIL-HDBK for all such projects, as required. 

Design. Development. Test and Evaluation (DDT&E) 

The Willoughby "New Look" applies fundamental  engineering design principles 
and disciplines t o  t h e  design process, with t h e  objective of at taining "designed- 
in" reliability at t h e  earl iest ,  most cost-effective phase of t h e  program. W e  
have adopted NAV MAT Instruction 3000.lA as a baseline fa r  preparing a 
Reliability S ta tement  of Work (SOW) for si tuations t h a t  a r e  incomplete, o r  
inadequate by contract .  The checklist at t h e  end of this paper summarizes t h e  
"New Look" tasks associated with designed-in reliability, as we applied therrr on 
t h e  RLG program. 

Semi-conductor Junction T e m ~ e r a t u r e s  (Ti) 

A t  AvD, w e  believe t h a t  design rnargin is  t h e  touchstone t o  cost-effec,tive 
reliability. Adequate t empera tu re  rnargin is, in our judgment, the  most 
important of all s t ress  factors  t h a t  impact  reliability. W e  have found two  
difficulties in specifying and controlling design requirements so as t o  keep Tj 
within desired bounds. The worst of these  is t h e  paucity of d a t a  on 0 ( the  
thermal  impedance from semi-conductor case t o  junction). ~ u r t h & n o r e ,  
conflicting, o f t e n  absurd values f o r  QJC are somet imes found in both t h e  Military 
Specifications and t h e  vendor d a t a  sheets  for integrated circuits. W e  have 
generated a n  interim solution for t h e  i t em by defining %C by measuring t h e  
forward voltage drop of t h e  subst ra te  isolation diode. Although we fee l  t h a t  our 
methods a r e  f a r  more  a c c u r a t e  for  design decisions than our previous a t t e m p t s  
t o  use published da ta ,  the re  remains much t o  be desired in t e r m s  of variables 
o ther  than those covered. Also, our d a t a  is incomplete, but compatible with t h a t  
f rom other  people who have taken measurements similar t o  ours. 

The other  difficulty has t o  do with improved dissipation of heat  from medium- t o  
high-power LSIC ( ~ a r g e  Scale Integrated Circuits) mounted on printed-wiring 
boards (PWB). Thermal planes have been used extensively, but we have found no 



s t ra ight - forward ,  reasonably-economical  methods  of improving t h e  h e a t  f low 
frorn t h e  semiconductor  case t o  t h e  the rma l  planes. This problem is not  y e t  
fully-resolved, but we  have  measured  significant--and highly reproducible-- 
reduct ions  in case t e m p e r a t u r e  by t h e  use of a si l icone cornpound displacing t h e  
usual a i r  g a p  be tween t h e  case and t h e  copper  of t h e  PWB. 

Sneak C i rcu i t  Analysis (SCA) 

T h e  only i t e m  of "New Look" analysis  t h a t  we by-passed on this  program was 
SCA, W e  a r e  n o t  su re  t h a t  SCA is c o s t  e f f e c t i v e  a t  a level  below t h e  systern o r  
major  subsystern level ,  and  t h e  subjec t  was explored in de t a i l  w i th  our cus tomer .  
Our  expe r i ence  wi th  SCA is t h a t  i t  dupl ica tes  somewha t  t h e  p a r t s  appl ica t ion  
analyses,  fa i lure  mode and e f f e c t s  analysis,  and  r e l a t ed  built-in-test (t31T) 
ana lyses  for  design problems within t h e  black box. However,  w e  bel ieve t h a t  a n  
SCA at t h e  systern o r  major  subsystern level  c a n  avoid interface/interconn~-ction 
problems,  and  sirnultaneously uncover design e r ro r s  wi th  opt imum cost e f f ec t ive -  
ness. 

Honeywell  AvD exper ience  with SCA is not  comprehens ive ,  being l imi t ed  to work 
per formed on a subcon t r ac t  basis on t h r e e  manned a i r c r a f t  avionics i t e m s ,  and  
o n e  manned s p a c e c r a f t  project .  We would be highly in t e re s t ed  in the 
exper iences  and judgments of o t h e r  people wi th  exper ience  in th is  field. 

PRODUCTION PHASE 

Production Support  

Opera t ions  at AvD a r e  such t h a t  t h e  engineering and production funct ions  a r e  in 
t h e  sarne building as engineering,  The  FRACA systern r ep resen t s  a n  i m p o r t a n t  
i n t e r f a c e  among  t h e  t h r e e  depa r tmen t s  most  involved in t h e  production phase 
(i.e., production,  product  a s su rance  (quality),  and engineering).  The docurnenta-  
t ion ,  re ten t ion ,  and  r e t r i eva l  of anomaly  (defec t ,  fa i lure ,  non-confortnance, e tc . )  
d a t a  is t h e  responsibility of t h e  Quali ty Depa r tmen t .  The autorna ted  r e t r i eva l  
sys t em is so  mechanized  t h a t  fa i lure  t r end  d a t a  is rapidly avai lab le  by sor t ing  
agains t  a va r i e ty  of i terns (i.e., d e f e c t  code ,  pa r t  types, pdr t  number ,  assembly/  
subassembly numbers,  etc.). The  FRACA systern is applied e i the r  on a 100 
pe rcen t  basis for  a l l  anomal ies ,  o r  on a se lec t ive  basis by using t h e  a u t o m a t e d  
t r e n d  analysis  output ,  working closely with production and quali ty engineers .  

For  t h i s  program,  closed-loop FRACA will be used for  100 pe rcen t  of a l l  
anomal ies  t h a t  occu r  during f ina l  a c c e p t a n c e  tes t ing ,  for  100 p e r c e n t  of 
manufac tur ing  run-in on  t h e  f i r s t  50 units ,  and se lec t ive ly  fo r  a l l  o t h e r  
anomalies .  T h e  number of anornalies t h a t  a r e  t o  be inves t iga ted  in t h e  de ta i led  
procedure  ca l led  FRACA will be reduced with t h e  ma tu r i ty  of t h e  design a n d  
production processes. (The FRACA procedure  is, of course,  used extensively 
throughout  t h e  DDT&E phase fo r  all  fa i lures  t h a t  occu r  during Qua1 t e s t ,  Rel-  
Development  t e s t s ,  etc.) 



Manufacturing Run-In (MRI) 

MRI (or burn-in) has been used at AvD for  almost all of our avionics during t h e  
past 1 0  years. It i s  a natural  outgrowth of our fai lure r a t e  concept regarding t h e  
improved product reliability associated with operating age. Three fac to rs  a r e  
considered important in t h e  MRI screening process: (1) 100 o r  more  operating 
hours at e levated temperature ,  (2) power cycling in excess of mission require- 
ments,  and (3) 10 or  more  t empera tu re  cycles. Our internal  standard is  a n  MRI 
elapsed t i m e  of one week, four t empera tu re  cycles per day ( temperature  
ex t remes  beyond mission requirements,  but no overstressing allowed), with 
power-on during t h e  elevated-temperature portion of t h e  cycle. 

Power is cycled four t imes  per hour during t h e  elevated-temperature operation. 
A random vibration screen precedes t h e  operational portion of t h e  screen,  and 
t h e  last  th ree  t empera tu re  cycles must be fai lure free.  The RLG program w e  
have reviewed will use t h e  AvD internal  standard described here. 

COMMONALITY AMONG SPACE, MILITARY, AND COMMERCIAL AVIONICS 

Honeywell AvD has extensive experience in design and production of equipment 
used in mili tary a i rc ra f t  of al l  kinds, manned and unmanned space programs, and 
comtnercial  jumbo jets of today and tomorrow. In t e rms  of cost  effectiveness,  in 
our judgment, t h e  essential  principles of t h e  "New Look" a r e  just as applicable to 
mili tary and commercial  avionics a s  they a r e  t o  manned space. This is 
particularly t r u e  for  t h e  DDT&E phase. W e  have found some minor differences 
in t h e  production phase. 

S ~ a c e  Electronics 

The design, process, and build matur i ty  must be nearly instantaneous for space 
electronics; "field" results  must be at t h e  desired reliability levels with t h e  f i r s t  
unit. I t  is self-evident t h a t  correct ive  action in t h e  field is usually impractical  
or impossible. Therefore,  "S" level  par ts  and extremely costly tests and screens  
can be cost  e f fec t ive  for  space applications. Furthermore,  each  fa i lure  at any 
level of build and assembly justifies a complete,  thorough analysis for cause,  as 
well as high-visibility decisions on correct ive  action (i.e., FRACA) throughout 
t h e  t o t a l  production build. The MRI prior t o  f inal  acceptance test ing should, w e  
believe, be comprehensive t o  an ex ten t  t h a t  would be prohibitive for  non-space 
applications. The AvD concept  of reliability growth of electronics through 
operational a g e  suggests t h a t  run-in of at leas t  1000 hours might be  a practical  
requirement for space electronics. Based on our experience with APOLLO, i t  is 
reasonable t o  believe t h a t  l i t t l e  or  no equipment l e f t  t h e  ground with less than 
1000 operating hours, and  3000 operating hours prior to fl ight was not unusual. 
W e  believe t h a t  extended test ing contributes t o  reliability by growth-through- 
aging, as long as maintenance actions a r e  not destructive. 



Mili tary Avionics 

Typical  mi l i ta ry  avionics c a n  be  repai red  a f t e r  instal lat ion.  Therefore ,  t h e r e  i s  a 
viable t radeoff  be tween increased  ma in tenance  cos t  fo r  manned a i r c r a f t  avionics 
and  t h e  u l t ima te  rel iabi l i ty built  into s p a c e  equipment .  This  f a c t o r  has  been  
misused in t h e  pas t  a s  a l icense f o r  shoddiness. The  AvD compromise  approach 
has  been  t o  use FRACA ex te r~s ive ly  in t h e  ear ly  production systems.  For  
example ,  an  ex tended  MRI  c a n  b e  used w i t h  100 pe rcen t  fa i lure  analysis  (i.e,, 
FRACA) for  t h e  f i r s t  20 t o  50 units. This t ype  of e f f o r t  is t r e a t e d  as an  
extension of "Rel-Development" tes t ing .  

Subsequent  production sys t ems  c a n  t h e n  be eva lua t ed  for  t r e n d  f a i lu re s  o r  any  
unusual anomaly  even t s ,  and  t h e  FRACA procedure  is superimposed on  t h e  
quali ty anomaly  repor t ing  sys t em as t h e  problem-solving vehicle. Genelrally, t h e  
design-and process-oriented problerns c a n  be  resolved quickly and  e f f ec t ive ly  
wi th  th is  approach,  As t h e  product  ma tu res ,  t h e  proport ion of fa i lures  t h a t  a r e  
ana lyzed  decl ines f r o m  t h e  100 pe rcen t  range ,  t o  as low as f i v e  pe rcen t  w i th  
ful ly m a t u r e d  sys tems.  Typical ly,  t h e  t r end  analysis becomes  t h e  "spotter"  f o r  
lot-oriented pa r t  problems t h a t  s i f t  th rough t h e  inspect ion sc reens  at t h e  piece-  
pa r t  level ,  and  c a n  only be  d e t e c t e d  under t h e  s imula ted  opera t ional  condit ions 
of MRI. 

Elec t ronic  pa r t s  for  mi l i ta ry  applicat ions a r e  usually spec i f ied  t o  t h e  MIL-STD 
levels  (MIL-M-38510, leve l  B for  i n t eg ra t ed  c i rcui t s )  where  avai lable.  Non- 
s t anda rd  pa r t s  a r e  purchased to a n  AvD "Spec Control"  drawing t h a t  imposes t h e  
m o r e  c r i t i c a l  cont ro ls  equivalent  t o  t h e  MIL-SPECS fo r  generical ly s imilar  par t s .  
Although we  have  found t h a t  Government  source  inspect ion does  not  g u a r a n t e e  
t h a t  pa r t s  a r e  real ly t e s t e d ,  such  MIL-STD pa r t s  appear  t o  be  general ly c o s t  
e f f ec t ive .  ~ h e r ~ o w e v e r ,  o n e  glaring exception:  we  be l ieve  t h a t  t h e  added 
c o s t s  of  MIL-M-38510 cont ro ls  on s tandard  in t eg ra t ed  c i r cu i t s  c o s t  rnore t h a n  
t h e y  a r e  worth. We find t h a t  reasonable  spec i f ica t ion  cont ro l  drawings,  using 

I 

most ly  vendor-level r equ i r emen t s  of MIL-STD-8838 (with 100 pe rcen t  hi-low 
t e m p e r a t u r e  tes t ing  at receiving inspect ion) a r e  more  cos t  e f f ec t ive .  The  
subjec t  of pa r t s  spec i f ica t ion  and cont ro l  would requi re  a ful l  paper  of i t s  own,  

I s o  these  c o m m e n t s  will have  t o  suff ice.  

I Commerc ia l  Avionics 

I Honeywell  AvD has  found t h a t  R&M inputs  a r e  cos t  e f f e c t i v e  at essen1:ially t h e  
s a m e  levels  for  c o m m e r c i a l  av ia t ion  programs a s  for  t h e  mil i tary.  fi typica l  
three-year  war ran ty  in a commerc ia l  jet will involve 10,000 t o  15,000 ope ra t ing  
hours, which is usually equiva lent  t o  m o r e  than  t h e  full l i fe  of avionics for  
mi l i ta ry  f igh te r  a i r c r a f t .  A rnilitary t r anspor t  (C5-A) may  go  as many as 1000 
hours per  year--or perhaps a 20,000- to 25,000- hour t o t a l  l i fe  vs. :i0,000 to 
75,000 hours for  commerc ia l .  Because w e  s e e  no wear-out  fa i lure  rnodes in 
sol id-state  e lec t ronics ,  t h e  only d i f f e rence  beween commerc ia l  and  mi l i ta ry  
avionics is t h e  elapsed t i m e  t o  a t t a i n  full ma tu r i ty ,  which is much m o r e  rapid for  
t h e  commercia l .  



Par t s  specifications and controls for commercial  avionics at Honeywell AvD ate 
t h e  same as for t h e  military, with one exception. Integrated circuits  a r e  usually 
purchased t o  Spec Control  drawings and MIL-STD-883B, and MIL-M-38510B par ts  
a r e  used only when commonality and quantity-buy for t h e  mili tary makes them 
cheaper.  

SUMMARY 

There a r e  a few significant points t h a t  we would like t o  emphasize. Most 
important,  perhaps, is t h e  idea t h a t  t h e  "New Look" is just as applicable t o  
commercial  and "ordinary" military projects a s  i t  is t o  space hardware. The 
check list appended to th is  paper is not a shopping list--it represents t h e  
significant i tems associated with an e f fec t ive  R&M program. 

Again remember t h a t  t h e  i t ems  w e  have covered in deta i l  herein were  not chosen 
as having t h e  highest priority--only t h a t  the re  a re ,  perhaps, g rea te r  variations in 
how to  handle them. 

W e  mentioned t h a t  "design margint' generates  a reliable product, but t h e  impor- 
t ance  of controlling t h e  build process may not have been stressed adequately. I t  
is obvious t h a t  t h e  world's best  design can be murdered by shoddy practices in 
t h e  factory--or repair facility--if precautionary measures a r e  not  used. 

Finally, we believe t h a t  all of t h e  controversial i t ems  covered have a sound basis 
in fact .  W e  a r e ,  however, anxious t o  cor rec t  our ways when bet ter  information 
is available; this  be t t e r  information of ten comes from people like you, wi.th 
experiences in new technology. W e  would like to hear from you. 



CHECK LIST FOR "RELIABILITY BY DESIGN" 

o Mission/environtnental profi le  defini t ion 

o Design a l t e rna t ive  s tudies  

o Numerical  a l loca t ions  and rel iabi l i ty growth  analysis  

o Conservat ive  de ra t ing  c r i t e r i a  
0 - 110 C maximum junction t e m p e r a t u r e ,  wors t  c a s e  

- 6 0 ' ~  to SS'C maximum junction t e m p e r a t u r e ,  normal  opera t ion  

o P a r t  s t r e s s  analysis  

o The rma l  analysis  

o The rma l  tes t ing/ rneasurement  

o S t ruc tu ra l  analysis  

o Worst case to l e rance  analysis  

o Fai lure  modes and e f f e c t s  analysis  

o P a r t s  and ma te r i a l s  se lec t ion  and cont ro l  by technica l  basel ine docu- 

men ta t ion  

- Screening t o  "hi-rel" levels: JANTX: MIL-STD-8838, etc. 

- Deta i led  p a r t  cha rac t e r i s t i c s  cont ro l led  t o  f i t  appl ica t ion  

- P a r t s  teardown analyses  t o  8838 visuals 

- 100% hi/lo/roorn t e m p e r a t u r e  t e s t s  of key  e l ec t r i ca l  cha rac t e r i s t i c s  

o Design reviews 

o Reliabi l i ty development  t e s t  ( t e s t  ana lyze  and f ix t e s t  - TAAF)  

o Design l imi t  qual if icat ion t e s t  

o LManufacturing run-in screening  with random vibrat ion 

o Fai lure  free rel iabi l i ty ve r i f i ca t ion /accep tancc  t e s t ing  

o Fai lure  report ing,  analysis ,  and  corrective ac t ion  

- Design and development  t e s t s  

- Qual i f ica t ion  tests 

- Reliabi l i ty development  tests 

- Production manufac tur ing  run-in (MRI) 

- Fai lure  f r e e  rel iabi l i ty ve r i f i ca t ion /accep tance  t e s t s  

- Retu rned  goods 



o Technical baseline documentation control  of pr 

impact  reliability and maintainability as well as 

and function" 

o Adequate s taff ing and involvement of reliabili 

manufacturing in the  design process. 

o Receiving inspection screening of e lect r ica l  and 

.oduction processes t h a t  

t he  classical "form, f i t ,  

ty ,  maintainability, and 

e lect ronic  parts. 
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OUESTIONS AND ANSWERS 

DR. CARROLL ALLEY,  University of Maryland 

This i s  the f i r s t  paper the term "sneak c i r cu i t  analysis" was used, 
b u t  I am intrigued by what that  real ly  means and i t  hasn't been 
explained, 

MR. BEZAT: 

Let me read i t  to  you. I passed up discussing sneak c i r cu i t  analysis, 
I didn ' t  have time. -1 should mention that  on th i s  particular pro- 
gram, the ring laser  gyro program for  the Boeing 767-75-7 airplane, 
we went into considerable review of the possible application of sneak 
c i r cu i t  analysis. 

We went into i t  with our customer and our own analysis. We have 
had sneak c i r cu i t  analysis done by Boeing-Houston because i t  i s  a 
mechanized approach and I believe General Dynamics i s  also doing i t  
now. 

Let me read to  you what i s  i n  the work statement very quick1,y. 
"The sneak c i r cu i t  analysis for hardware looks for sneak paths; that  
i s  t o  say energy flow on unexpected routes. I t  looks for  sneak timing, 
energy flow on expected times. For sneak labels;  that i s  t o  say that  
information and undesirable stimuli. That information i s  available 
to  the p i lo t  or what have you, " 

A sneak c i r cu i t  for  the software i s  vir tual ly  identical except 
for  energy flow. You want to ta lk about logic flow. They a1 so do 
similar things to  what we would do for  design margin considerations, 
b u t  those are  sor t  of an additional output. 

Now, our preliminary conclusion about sneak c i r cu i t  analysis in 
terms of i t s  usefulness -- and I certainly d o n ' t  want t o  ta lk as 
though we were experts on t h i s  en t i re  subject -- our preliminary con- 
clusion i s  that  i t  i s  probably cost-effective a t  a major system or 
total  system level because much o f  what would be discovered by t h i s  
kind of an approach has to  do w i t h  interface o f  equipment that  i s  
designed in different  areas. 

I f  you have a big enough subsystem, t h a t  same problem can occur. 
Generally we have found in our past experience, those areas where we 
have had sneak c i r cu i t  work done -- things that  were found internal 
to  the box -- our people had found with the normal analysis. I d o n ' t  
know i f  other people agree with that approach. 



DR. STOVER: 

In several e a r l i e r  papers, the point was made t ha t  the pa r t s  vendor 
couldn ' t  r e a l l y  be t rus ted to  produce r e l i ab l e  pa r t s .  And in your 
paper, you make the point about junction temperature data not being 
qui te  adequate. Does t h i s  imply t ha t  there i s  a  place here f o r  the 
independent t e s t ing  organization t o  get  involved? Some kind of 
organization t ha t  doesn ' t  ex i s t  t o  date.  

MR. BEZAT: 

You need t o  provide an objective basis of comparison. 

DR. STOVER: 

Right. Where there  i s  not the bias of being the vendor. 

MR. BEZAT:  

Those organizations do ex i s t .  I mentioned the Defense Electronics 
Center, the RADC.  However, I am not sure t ha t  they are  able t o  
cover a l l  the  subjects ,  b u t  pa r t i cu la r ly  I be1 ieve,  they could not 
impact the adverse t ha t  Mr. Willoughby i s  talking about in respect  
t o  pa r t s  and par t s  qua l i ty ,  par ts  r e l i a b i l i t y .  We have indeed 
found exactly the same thing Mr. Willoughby talked about. I  don ' t  
have the  numbers t ha t  a r e  anywhere near a s  accurate as  what. Mr. 
Willoughby indicated;  we c a n ' t  quantify i t  qui te  t ha t  well.  

B u t  indeed the par t s  are  bad.  I should say, though, that  the 
data t h a t  we got from the supplier  was, in general,  about seven 
out of ten suppliers  we contacted was much be t t e r  in regarc t o  the 
junction temperature coef f i c ien t s  than what we found from the other 
sources -- than any other sources including the mi l i t a ry .  

DR. STOVER: 

This r e a l l y  appl ies  more t o  previous papers than t o  yours, b u t  from 
t h i s  standpoint of each doing t h e i r  own inspection and verifying 
and maybe doing the same thing -- every organization doing the same 
thing. I f  some independent t e s t ing  organization would do tihis type 
of f a i l u r e  t e s t ing  and publish the r e su l t s  fo r  d i f fe ren t  vendors, 
would not the  f r e e  market -- the competitive marke t  forces force 
us in to  more r e l i a b i l i t y ?  

MR. BEZAT: 

I don ' t  know t h a t  I can answer t ha t  question. I  have some opinions 
about i t  from a s t r a i gh t  economic standpoint which would saLy no. 
Simply because the t o t a l  quanti ty of pa r t s  t ha t  a re  used, where we 



need t h i s  r e l a t i v e l y  h igh  r e l i a b i l i t y  and where i t  i s  c o s t - e f f e c t i v e  
t o  have it, i s  such a small p ropo r t i on  o f  t he  t o t a l  number o f  p a r t s  
t h a t  a re  used. 

Therefore, i t  would appear t h a t  t h e  mass product ion  method which 
I t h i n k  w i l l  probably move upward i n  qua1 i t y  and re1 i a b i l  i ty on a 
compet i t i ve  basis  as you were p o i n t i n g  out, b u t  n o t  on a quantum jump 
basis.  The cos t  o f  screening i s  ever so much lower than the  c o s t  o f  
a c t u a l l y  b u i l d i n g  t o  t h a t  h igh  r e l i a b i l i t y  a t  t he  present  t ime. That 
i s  an op in ion  and I could n o t  support i t  w i t h  data. 

DR. STOVER: 

Thank you. 

CHAIRMAN WINKLER: 

Thank you very  much. Before we c lose,  I would 1 i ke t o  make j u s t  one 
comment concerning t h i s  sect ion.  I th ink ,  a t  l e a s t  f o r  me, i t  has 
been a most i n t e r e s t i n g  session. Each of these papers leaves a 
number o f  suggestions behind, what t o  do i n  our  s p e c i f i c  cases. I 
hope you share t h a t  impression. 

One t h i n g  came back very  s t r o n g l y  t o  me, and t h a t  i s  t h a t  t he re  
i s  no such t h i n g  as a ma te r ia l  f a i l u r e ,  t h a t  a l l  o f  these f a i l u r e s  
are  f a i l u r e s  o f  t he  man i n  one way o r  another; f a i l u r e s  o f  our i n -  
t e l l e c t  t o  recognize the proper t ies ,  t o  recognize the hidden prob- 
lems i n  design, and f a i l u r e s ,  o f  course, i n  the  manufactur ing pro-  
cess. So, what we have i s  a much, much lower random f a i l u r e  l e v e l  
than we would have assumed u n t i l  now. 

The l a s t  paper has re in fo rced  t h i s  op in ion  t h a t  you r e a l l y  a re  
t a l k i n g  about weeding o u t  t he  f a u l t y  components and then you have 
no t  y e t  reached the  pu re l y  random f a i l u r e  ra te ,  t he  Poisson d i s t r i -  
but ion.  For many devices you w i l l  never reach t h a t  l e v e l  because 
i n  the  case o f  cesium beam c lock  you end up running i n t o  the  end 
o f  l i f e  phenomena, l i k e w i s e  the  rubid ium lamp problems which come 
up a f t e r  a number o f  years. So, maybe i t  i s  a wrong p o s i t i o n  t o  
take t o  be l i eve  t h a t  there  i s  such a t h i n g  as  a ma te r i a l  f a i l u r e .  
These a re  f a i l u r e s  i n  our i n t e l l i g e n c e  recogniz ing what i s  going 
on. 

That, o f  course, b r ings  me t o  a second p o i n t .  That i s ,  maybe 
a usefu l  change i n  a t t i t u d e ,  i n  one's own i n t e l l e c t u a l  a t t i t u d e ,  
would be t o  remember t h a t  our ideas o f  cha rac te r i z i ng  a module o r  
an atom by f i x e d  p rope r t i es  may break down a t  the  l e v e l  of very 
complicated systems. I t s  ac tua l  p rope r t i es  change because i t  i s  
exposed t o  a d i f f e ren t  environment which you had n o t  foreseen. 



I cons ider  t h a t  a v e r y  general  a t t i t u d e  and i t  has rnadle me 
more cau t i ous  and maybe l e s s  ambi t ious.  Bu t  again,  I enjoyed t h a t  
l a s t  sess ion v e r y  much and I am s o r r y  t o  see i t  come t o  an end.  
I t  i s  something which has been v e r y  impor tan t  i n  p r e c i s i o n  t ime-  
keeping. Thank a l l  o f  t h e  c o n t r i b u t o r s  t o  t h i s  session. 




